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MD5 was designed in 1991ê

ÉSame year WWW announcedê

ÉClock rates were 33MHzê

ÉRequirements:
ð{0,1}*           {0,1}d    for digest size d

ðCollision-resistance

ðPreimage resistance

ðPseudorandomness

ÉWhatõs happened since then?

ÉLotsê 

ÉWhat should a hash function --- MD6 --
- look like today?



NIST SHA-3 competition!

É Input: 0 to 264-1 bits, size not known in 
advance

ÉOutput sizes 224, 256, 384, 512 bits

ÉCollision-resistance, preimage 
resistance, second preimage resistance, 
pseudorandomness, ê

ÉSimplicity, flexibility, efficiency, ê

ÉDue Halloween ô08 



Design Considerations / Responses



Wang et al. break MD5 (2004) 

ÉDifferential cryptanalysis (re)discovered 

by Biham and Shamir (1990).  Considers 

step-by-step ``differenceõõ (XOR) 

between two computationsê

ÉApplied first to block ciphers (DES)ê

ÉUsed by Wang et al. to break collision-

resistance of MD5

ÉMany other hash functions broken 

similarly; others may be vulnerableê



Soê MD6 isê 

Éprovably resistant to differential attacks 

(more on this laterê)



Memory is now ``plentifulõõê 

ÉMemory capacities have increased 60% 

per yearsince 1991

ÉChips have 1000 times as much 

memory as they did in 1991

ÉEven ``embedded processorsõõ typically 

have at least 1KB of RAM



Soê MD6 hasê

ÉLarge input message block size:

512 bytes (not 512 bits)

ÉThis has many advantagesê



Parallelism has arrived 

ÉUniprocessors have òhit the walló

ðClock rates have plateaued, since power 

usage is quadratic or cubic with clock rate:

P = VI = V2/R = O( freq2 )      (roughly)

É Instead, number of coreswill double 

with each generation: tens, hundreds  

(thousands!) of cores coming soon

4 16 64 256 é



Soê MD6 hasê

ÉBottom-up tree-based mode of 

operation (like Merkle -tree)

É4-to-1 compression ratio at each node



Which works very well in parallel

ÉHeight is  log4( number of nodes )



Butê most CPUõs are smallê

ÉMost biomass is bacteriaê

ÉStorage proportional to tree height may 

be too much for some CPUõsê



Soê MD6 hasê

ÉAlternative sequential mode

É(Fits in 1KB RAM)

IV



Actually, MD6 hasê
Éa smooth sequence of alternative 

modes: from purely sequential to purely 

hierarchicalê  L parallel layers followed 

by a sequential layer,  0 ¢L ¢64 

ÉExample: L=1:

IV



Hash functions often ``keyedõõ 

ÉSalt for password, key for MAC, 

variability for key derivation, theoretical 

soundness, etcê

ÉCurrent modes are òpost-hocó



Soê MD6 hasê

ÉKey input K         of up to 512 bits

ÉK is input to every compression function



Generate-and-paste attacks

ÉKelsey and Schneier (2004), Joux (2004), ê

ÉGenerate sub-hash and fit it in somewhere

ÉHas advantage proportional to size of 

initial computationê



Soê MD6 hasê

É1024-bit intermediate (chaining) values

É root truncated to desired final length 

ÉLocation (level,index) input to each node

(2,2)(2,0) (2,1) (2,3)


