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MD5 was desi gned

ESame year WWW annou
ECl ock rates were 33
E Reguirements:

d{0,1}* —» {0,1¥ for digest size d

0 Collision-resistance

0 Preimage resistance
0 Pseudorandomness

EWhat 0s happened sin
ELot &3S
E What should a hash function --- MD6 --

- look like today?




NIST SHA3 competition!

E Input: O to 2%4-1 bits, size not known in
advance

E Output sizes 224, 256, 384, 512 bits

E Collision-resistance, preimage
resistance, second preimage resistance,

Pal

pseudorandomness, &
ESI mplicity, flexi bl
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Design Considerations / Responses



Wang et al. break MD5 (2004)&

E Differential cryptanalysis (re)discovered
by Biham and Shamir (1990). Considers
step-by-st ep =~ di fferen
bet ween two comput a

EAppli ed first to bl

E Used by Wang et al. to break collision-
resistance of MD5

E Many other hash functions broken
similarly; others m



Soée MDG6 | s e

E provably resistant to differential attacks
( more on this | ater
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Memory 1 S now<

E Memory capacities have increased 60%
per yearsince 1991

E Chips have 1000 times as much
memory as they did in 1991

EEven =~  embedded pro
have at least 1KB of RAM



Soé MDG6 hase

E Largeinput message block size:
512 bytes (not 512 bits)

EThi s has many advan




Parallelism has arrived < & & &

EUnI processors have

0 Clock rates haveplateaued, since power
usage Is quadratic or cubic with clock rate:
P=VI=V4YR=0(freq?) (roughly)

E Instead, number of coreswill double

with each generation: tens, hundreds
(thousands') of cores comlng soon

i i o bl ki b
b ol e Mk
b bbb it i i
PO W W 7 W o i e o
i b il bbb bk
e bl e s it 27

256 e




Soé MD®6 hase

E Bottom-up tree-based mode of
operation (like Merkle-tree)

E 4-to-1 compression ratio at each node

level
3

2

1




Which works very well in parallel

E Heightis log,( humber of nodes )

level




But & most CPUC@

EMoSsSt bl omass | S bac

E Storage proportional to tree height may
be t oo much Oor som




Soé MD®6 hase

E Alternative sequential mode

level

10
IV

0

£ (Fits in LKB RAM)



Actual l vy, MD6 ha

E a smooth seqguence of alternative
modes: from purely sequential to purely
hi erarchi cal é L pa
by a sequential layer, 0¢ L ¢ 64

E Example: L=1.:
level
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Hash functi on: < @&o
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E Salt for password, key for MAC,
variability for key derivation, theoretical
soundness, etceé

ECurrent moddocadr e o0




Soé MDG6 ¢nase

E Key input K +° of up to 512 bits
E K Is Input to every compression function




Generate-and-paste attacks @

EKel sey and Schnei er
E Generate sub-hash and fit it In somewhere

E Has advantage proportional to size of
Il ni t1 al computati on:



Soé MDG6 &irase

E 1024-bit intermediate (chaining) values
E root truncated to desired final length

E Location (level,index) input to each node
level
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